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Nessus Schedules
Shellshock scan Expot v Audit Trail
Scans > Hosts Vulnerabilities [  Notes Hide Datails
GNU Bash Environment Variable Handling Code Injection (Shellshock) <> A Plugin Details
Severity: Critical
Description
o D: 77829
The remote web server is affected by a remate cade execution vulnarability due to an error in the Bash shell running on the remote host. A remate, Version: $Revision: 195
wna: attacker can excout y code on t by send sally orafed request to a GGl script that passes Tow: remate
‘environment variables.
Family: GGl abuses
Published: 2014/09/24
Solution Modified: 2014/08/25
Apply the referenced patch.
A Risk Information
See Also Risk Factor: Critical
http/seciists.org/oss-sec/2014/q3/650 CVSS Base Score: 10.0
it/ nessus.org/u7dact7829 OVSS Vector:
CVSS26AVN/AC LIAUN/CC/LCIAC
CVSS Temporal Vector:
Outpust CVSS24EPOCALOFACND
e CVSS Temporal Score: 7.8

Neseus was able to verify the issue exists using the following request :

GET / HTTR/1.1
Host: 172.26.22.217 ~ Vulnerability Information
859-1,utf-B1q=0.9,%1q=0.1

Connection: Keep-Alive CPE: cpev/agnu:bash
Cookie: () { ignored; }; echo Content-Type: text/plain ; echo ; echo ; fusr/bin/id

User-Rgent: Mozilla/d.0 (eempatible; MSIE B.0; Windows NT 5.1; Trident/d.0] Exploit Available: trus

ragma: no-cache .

Recept: image/gif, image/x-xbitmap, image/ipeg, image/pjpeg, image/png, */+ Exploit Ease: Exploits are available

Patch Pub Date: 2014/09/24

Vulnerabillty Pub Date: 201409/24
Shis produced the Eollowing cutput i erability Pub Dat

snip

uid=33(www-data) gid=33(www-data) groups=33(www-data) #  Exploitable With
snip

Metaspioit (Apache mod_cgi Bash Environment
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